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Motivation

* Network traffic keeps reaching new highs as
unprecedented volumes of data flow between an
ever-increasing number of sources and
destinations

* We aim to develop a network-centric approach
for streaming data processing to facilitate scientific
data analysis and reduce the overhead in sending
big data to a data center
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 Characteristics

« Cybersecurity
e Smart power grid
« Weather forecast

* Intelligent transportation
system

« Earthquake Warning
system

* Time sensitive applications

« Large-scale (geographically)

* Time-series data collected
from different sources, i.e.
sensors, cameras, surveillance
video, cellphones, GPS,
satellites, etc.

« Streaming data
« Burst data (streaming, in
short time period)
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Related works

 Current applications of streaming analysis in industry:

* [n servers after network stack

« Using http / https, FTP, ssh protocols to transmit data and call
streaming library (software), i.e. Apache Spark Streaming, Kinesis
(Amazon), IBM Streams

* In server’'s NIC before network stack
» AccelNet (Microsoft)

 Between servers in a data center
« Catapult (Microsoft), SHArP (Mellanox)

* However, streaming processing in data centers remain less
prevalent when compared to offline learning algorithms
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Our approach

* Move data streaming process to network
functions or devices

» Adopt software defined network (SDN) - manage
heterogeneous devices and upgrade control
strategies

« Separate the control and data planes while using centralized, software-
based hierarchical control logic

« Use programmable hardware (NetFPGA) to
upgrade network
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Network architecture

Core controller

* Logical control is a tree-based V
hierarchical architecture i -
 Core controller maintains global
network information S g \TN A | NN
;‘" - ) - ..... - . -

* topology, historical data, data locations, global ™. - -
network parameters and policies, etc.

- Pro: nable Switch - Conven tional Switch - fast / smart NIC

« Initiate infrequent exchange of control msg
 Controllers and programmable streaming data sources [ -~ I
switches cooperate with each other — ____N
—

* Besides forwarding, programmable otherdata flows
switches can run some light weight = g%
streaming data processing

» Generic to streaming algorithms

algorithm
module

........ \ \streammg

| o)
/prDCessor

networking
infrastructure

« Aggregation, labeling, sampling, simple

statistics, cleaning data, monitoing = L __— e * data analytics
streaming data destination
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In-network computation

« Method 1: Use network function chain (NFC) from SDN
» Design SDN switch, especially for data plane

» Use network service header (NSH) to realize tunneling

networking

* Method 2: Process data on the switch (future work, achievable)

* i.e. Barefoot’s Tofino and Deep Insight (monitor network flows)
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Implement NSH in NetFPGA switch

Logical control flow

A 4 A 4
Do | have
» ¥ this function?
Need
» processing
(security, >
tag, NSH,
>computation, ‘
etc.)? \ A
Scheduler
> N (ordering,
encapsulation, |
b 4
A a

table
A

\
|
forwarding |

¥

Control and Management Plane

CPU/GPU

/ Flow | routing N

Process on
board or

PCle to

» path1 (NFC2)
» path2 (NFC3)
» Dest

Switch
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SimpleSumeSwitch Architecture

! |Ether]|

Ether

TCP | Payload |

tcpdump:

type
testi

listening on ethl,
The HW testing tool for the switch_calc desig
elp to see all commands
g> run_test 9 - 6

TCP

| B

ayloa

Parser

Finished to send 1 packets
#H [ Ethernet )###

dst
src
type

8:22:22:22:22:08
8:11:11:11:11:08
0x1212

#HHE[ Calc #H

opl

opCode

op2

result
#HHE [ Raw ]###

load

"\x00\x00\x00\x00\x00\x00\

link-type EN1OMB (|

feeeeeeeeoo NSH
|:(> /|NsH
' ! LOQIC_E Ether
. computation :
|f|> & |::> P | Ether | NSH ‘ P ITCPIPayload‘
7 Routing: -. ;
Table ' '
' TCP
' : ' K Received 1 packets
: : F . ###[ Eth #i#t
; ' anload’; ast = 08:11:11:11:11:68
............. ' - ’ s 08:22:22:22:22:08
' 213
Match-action N
s Deparser :
P|pe||ne Critical

Reserved
Len

opl
opCode
op2
result
#HE[ Raw )#H#
load "\x00\x00\x00\
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NSH routing by NetFPGA switch

» Service Path Identifier
(SPI): uniquely identifies a R — )
Se rVice funCtion path (SFP) Mandalor_;Cc"taxtHeacarlj.I})—Sa'-ﬂoaPIatfolmCartext ﬁ::g&:

Mandalory Conlex! Header (4) - Service Shared Conlexl

+ SPI 1: |SF1] <—> |SF2| <—>
|SF4| <_> |SF5| Original Packel Paylcad

« Service Index (Sl): provides Server 1 (S1) Server n (Sn)

location within the SFP J—~
* In NetFPGA we implement (a2 -« \\\ o] pon

1 2 3 4

three match-action tables\ : === _ )
to route packets through
network service function

___________________________________ NSH Don:?
 SPI-SI table -> SF table -> @
forwarding table I

Packet in

and SFC Encap3ylation

er | NSH ‘ IP ITCPI Payload

Outer network
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Testbed procedures - redirect
packet flows

Control panel
(real time re-direction)

streaming sm]grd data packets
z,su y \ < ‘\‘ >
. P30
"

Destination

Computational Unit

(Aow 03)
)
/////
Computing Uni .
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Demo - redirect packet flows

& Terminal Shell Edit View Window Help o & B # <> o) = Thu10:44AM YingLiu Q @

root@aow04:~/netfpga/P4-NetFPGA/contrib-projects/sume-sdne] NN ENENENE Figure 1 a* Applications  Places Figure 1
t-switch/projects/switch_calc/sw/CLI# ./P4_SWITCH_CLI.py
WARNING: No route found for IPv6 destination :: (no defaul

t route?) re 1 Figure 1
The SimpleSumeSwitch interactive command line tool

Eigy

loadjng libsume.. c wt t I U t

Ei poRHpazational uni « « Gomputational Unlt
type helpdto :ee :11 cor?r{l]ands A . A .

>> reg_read nsh_redirect p

> 0 e—e True vaIu (AOW 03)

10
=—a Predicted values "l 104 —* True values
| ’ =— Predicted values
0.8
€ f 0.8 -
g 2
06 )
P @ 0.6 1
0
g =]
3 F | .
) w.r
\ g 3
) wl 5 | | | o
4 \ “ “ ” | 0.4 4
root@aow04:~/netfpga/P4-NetFPGA/ -projects/sume-sdne ‘
t-switch/projects/switch_ calc/sw est_tool# 1s ||‘ || [ 1 7 l\l l‘ ll}
80330180_data. txt d. ood switch_c nl I, o1 'n |
0.2 ” i| r 3 ”“H
capture_file.pcap send.py.bak i c.py vitch 0.2
alc ’
root@aow®4:~/netfpga/P4-NetFPGA/contrib-projects e-sdne 0 50 100 150 200 250 300 350 400 - o — + — -
t-switch/projects/switch_calc/sw/hw_test_tool# Time [s] 0 50 100 150 200 250 300 350 400

[root@aow®3 ~]# tcpdump -i enpl2sOfl
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on enpl2s0fl, link-type EN1OMB (Ethernet), capture size 262144 bytes

[root@aow®l ~]# tcpdump -i enpl2s0f@
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on enpl2s0f@, link-type EN1OMB (Ethernet), capture size 262144 bytes
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Challenges: in-network computation

 Programmable data plane hardware -> opportunity to reconsider
division of computation

« What kind of computation should be delegated to network?
* Monitoring data flows
« Data aggregation, correlation, compression/decompression, etc.

« Calculate flow statistics, i.e. min, max, expectation, flow size, probability
distribution

* Interpolation or/and extrapolation of data
» Clean data for machine learning

* Run simple machine learning algorithms
« Goals/Requirements

» Reduce: application runtime, load on servers, network congestion
* Increase: application scalability
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Challenges: executing data
analysis on switch

« Difficult to deeply explore spatial and long time auto-
correlation unless the device can access buffers at high

speed with sufficient storages

 Third-party libraries, written in low-level languages to support
packet content processing in hardware, are lacking

* In-switch packet reassembly must consider consistency
when reconstructing data from various sources and latency - a
basic requirement to analyze data with semantic meaning

- Data types and operations currently supported in hardware
language (i.e. p4) are simple - not supporting taking
derivatives and gradients
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Conclusion

* We have discussed an SDN network architecture
to support in-network data processing

* Have implemented NSH through designing
NetFPGA as a switch to redirect in-network
computation
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Future works

* Will support IP and TCP protocol to test consistency
of our SDN switch with a conventional switch

* Implement cooperative network controls among SDN
switches - distributed

* Implement network resource sharing (with parity)
» Guarantee high-bandwidth data security

* In general, consider the scalability of network
architecture for streaming data processing (including
reliability)
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Thank youl!

Questions?

Ying Liu
Email: yliu@bnl.gov
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