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Website Fingerprinting Attack

Uses only number of packets, size of packets, 
and direction of packets



  

Accuracy

● 80+% accuracy
● Machine learning such as k-NN, SVM, 

RandomForest



  

● Padding
● Every packet has same size

● Delay
● Same delay

● Extra packets (noise)
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Mitigation Accuracy Latency
Overhead

Bandwidth
Overhead

No defense 91% 0% 0%

CS-BuFLO 22% 173% 130%

Tamaraw 10% 200% 38%

WTF-PAD 15% 0% 54%

Walkie-Talkie 19% 34% 31%



  

Contribution

● Motivation: visiting two websites at once 
mitigates website fingerprinting attacks

● Use variable realistic network traffic as noise



  



  



  

Dataset

● Panchenko et. al., “Website fingerprinting at 
Internet scale,” NDSS 2016

● 1,125 websites
● 40 instances each



  

Simulation Setup

● 91 websites used as data for cover traffic
● Each simulation run 5 times



  

Experiments



  



  

Mitigation Accuracy Latency
Overhead

Bandwidth
Overhead

No defense 91% 0% 0%

CS-BuFLO 22% 173% 130%

Tamaraw 10% 200% 38%

WTF-PAD 15% 0% 54%

Walkie-Talkie 19% 34% 31%

Our Algorithm 14% 0% 20%



  

Discussion

● Noise server used instead of real webserver
● Noise is empty packets – only packet size and 

number of packets matter
● Could be based on real user traffic or on a 

record of K generic websites



  

Summary

● Realistic cover traffic
● Mitigates website fingerprinting attacks
● Low bandwidth overhead
● No latency overhead
● Run real-world experiments instead of 

simulations
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Thank you!

Questions?

Eric Chan-Tin, chantin@cs.luc.edu
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